4.5 Accessing Networks

Python is a good language that can manage networking very easily and efficiently. Network services can
be managed from a low level to a high level. Services over networks are carried out between servers and
clients. At a low level, sockets are a networking interface and are bound to a port of computers or
network devices. On the other hand, at a high level, services on applications are also based on a network
protocol, such as FTP, HTTP and so on.

In this section, we will discuss about client-server Python programming and a socket-interface based
packing data analysis. In Python scripting of any cases, sockets need to be fully understood and properly
configured.

There are various socket families to be considered: AF UNIX, AF INET, AF NETLINK AF TIPC,
AF CAN, PF NET, PF SYSTEM and AF BLUETOOTH. AF * refers to address format family, while
PF_* packet format family. AF_INET uses a (host, port) pair and AF_INET6 uses a four-tuple (host,
port, flowinfo, scopeid). As shown in https://docs.python.org/3/library/socket.html, the exceptions to be

caught include socket.error, socket.herror, socket.gaierror and socket.timeout,
and the constants to be used include socket .AF UNIX, socket.AF INET, socket.AF INET6,
socket.SOCK_ STREAM, socket.SockiDGRAM, socket.SOCKiRXW, socket.SOCK;iDM,
socket.SOCK SEQPACKET, socket.SOCK CLOEXEC and socket.SOCK NONBLOCK. Etc.

The socket-related functions to be used include socket.socket (family=AFINET,
type=SOCK_STREAM, proto=0, filen=None), socket.socketpair(),
socket.create connection(), socket.fromfd(), socket.fromshare(),
socket.SocketType, socketgetaddrinfo (), socket.getfgdn(),
socket.gethostbyname (), socket.gethostbyname ex, socket.gethostname(),
socket.gethostbyaddr (), socket.getnameinfo(), socket.getprotobyname (),
socket.getservbyname (), socket.getservbyport (), socket.sethostname(),

socket.if nameindex (), etc, as shown in https://docs.python.org/3/library/socket.html.

The socket methods that socket objects can invoke include socket.accept (), socket.bind(),
socket.close (), socket.connect(), socket.detach(), socket.dup(),
socket.getpeername (), socket.getsockname (), socket.getsockopt (),
socket.listen (), socket.recv(), socket.recvfrom(), socket.recvmsg(),
sock.send (), socket.sendall(), socket.sendfile(), socket.setblocking(),

socket.shutdown (), socket.share(), socket.family, socket.type, socket.proto,
etc.

With this introductory to socket description, let us consider client and server communications.
4.5.1 Client and Server Programming

There are two basic IP-based network communication protocols. The protocol that connects two endpoints
is called TCP (Transmission Control Protocol), and the one that does not need a connection is called UDP
(User Datagram Protocol). TCP is used in the communications that need to confirm data transmission,
while UDP is used for broadcasting which may not need data transmission confirmation.



Take a look at a sample run below. First of all, socket programs instantiate socket () by assigning the
socket family, AF INET for windows and specifying the content type, SOCK_STREAM. A server socket
program, myServer . py, should start running and listening to a designated port.

EXAMPLE 4.5.1: Write Python scripts, myServer.py that can start to open a socket and listen to any
possible client request, and myClient.py, that can connect the server and send a data message. When
the designated port detects a data being transmitted, the server socket object accepts it. It can receive any
data that may be transmitted to the server port. While the server is up and running, a client socket program,
myClient.py, can connect the designated port of the server.

Server Starts Client can talk

B CAWindows\system32icmd.exe | g oo
38,165,680 rk_ppt.zip

08/2 - : ]|
11/14/2014 : <DIR> network_solution
06/23/2014 : 304,640 nw-sockets_columbia. pﬁt
03/13/2015 : 705,955 overviewTcP-IPlcaltech.pjgh
03/13/2015 : 325,120 overviewTCP-IPlcaltech.p|
03/12/2015 : <DIR> ppt
04/04/2015 - <DIR> python
03/05/2015 : 349,696 socketBuffers.ppt
03/05/2015 : 423,936 sockets.ppt

22 File(s) 110,810,508 bytes

6 Dir(s) 251, 343 843,328 bytes free

Microsoft windows [Version 6.1.7601] . 7
copyright (c) 2009 Microsoft Corporation. All rights reserved.§

C:\Users\jyoon>cd \Mercy\505foundacsec\networking
‘C:\Mercy\SOSfoundaCSEc\networking>cd . .\src\network

C:\Mercy\505foundacsec\src\network>c:\python34\python myClient.
|what do you want to send
Hello, Mercy

‘C:\Mercy\SOSfoundaCSEC\src\network>l

C:\Mercy\505foundacsec\networking>cd ..\src\network

\Mercy\SOSfoundaCSEc\src\network>c \python34\python myserver.
connected b¥ 127.0.0. 30207
flwhat was delivered: He110 Mercy
connected b{ 127.0 30207
what was delivered:

C:\Mercy\505foundaCSEC\src\network>

The sample code that enables the above client/server data transmission is below:

Script myServer.py for a TCP server Script myClient.py for a TCP client
(1) from socket import * (1) from socket import *
(2) def main(): (2) def main () :
(3) s=socket (AF INET, SOCK STREAM) (3) s = socket (AF INET, SOCK STREAM)
(4) s.bind(('" ',10530)) (4) s.connect (('localhost',10530))
(5) s.listen (1) (5) sendme = input ("What do you want
(6) conn, (rmip, rmpt) = s.accept/() to send\n")
(6) s.send (sendme.encode () )

(7) while 1: (7) main()
(8) print ("connected by ",

str(rmip)+": " + str(rmpt))
(9) data = conn.recv(1024)
(10) print ("What was delivered: ",

data.decode())

1) if not data:
2) break

3) conn.close ()
4) main ()

(1
(1
(1
(1
Note that the code address family used by the sample Python script above is only for IPv4. If you want to
extend this script for both IPv4 and IPv6 together, the server side socket should listen to the first address

family available. Once IPv6 takes precedence, then the server may not accept IPv4 traffic. The detailed
will be left for the reader’s assignment.



Server socket instance is bound to the local host’s port 10530 in line (4) and listen for connection through
the port in line (5) on the left. A port number can be assigned in the coding lists. Meanwhile, a client socket
tries to connect the port 10530 of the server in line (4) on the right, which is local host. At this point, the
server socket accepts the data signal in line (6). The acceptance of a socket returns a pair of (conn, address),
where conn is a socket object which can send and receive data, and address in both ip and port is bound to
the socket on the other end of the connection. In line (8) on the left, the remote IP and remote port, rmip
and rmpt, can be recognized by the server socket as shown in line (8) on the left. For each client socket,
there will be a separate connection with the address to the client.

The protocol implemented above is TCP. Lines (5)-(6) in the server code and line (4) are the Python
statements that connect two endpoints of communication. Implementation of UDP protocol does not need
such statements for connection. Please note that each implementation for TCP or UDP starts from the
construction of a specific socket object. A TCP socket object is constructed with the parameter of content
type called sock STREAM, and a UDP with the content type called SOCK DGRAM. See the following sample
script for both UPD server and client.

Script myServer.py fora UDP server Script myClient .py for a UDP client

(1) from socket import * (1) from socket import *

(2) (2)

(3) def main() : (3) for ping in range(10):

(4) s = socket (AFilNET, SOCKﬁDGRAM) (4) c = socket (AFilNET, SOCKﬁDGRAM)

(5) s.bind(('', 54321)) # port number (5) c.settimeout (1)

(6) (6) message = b"hello, mercy"

(7) while 1: (7) address = ('localhost', 54321)

(8) message, address = # port number
s.recvfrom(1024) (8)

(9) print( 'Server recieved ', (9) c.sendto (message, address)
message) (10)

(10) message = message.upper () (11) try:

(11) s.sendto (message, address) (12) data, server =

(12) c.recvfrom(1024)

(13) main () (13) except timeout:

(14) print ("Request timed out")

In the Python scripts above, both server and client can communicate without having to set up a either
virtual or physical communication.

EXERCISE 4.5.1: Write Python scripts, socketServer.py and socketClient.py, that can talk
continually. Connection will end only the client ends. See a sample run below:

' Server Starts  Client can talk |




& C\Windowslsystem32\cmd.exe. — [
Recieved: b'Hello, Mercy’ B

[
”what do yol want to say?( end to quit ): A
:c \Mercy\SOSfoundaCSEc\src\network>c \python34\python socketClij
lwhat do you want to say?( end to quit g: Hello, Mercy?

Returned from Server: b'Hello, Mercy?’

How are you, Dood?

you want to say?( end to quit ): I am good. what are yol

Returned from Server: b'I am good. what are you doing?’

I am talking with client Dood.. .

you want to say?( end to quit ): Can we meet at the ca

Returned from Server: b'Can we meet at the cafe?’

sure. when?

you want to say?( end to quit ): in 1 min

Returned from Server: b'in 1 min’

Great! I will be there quick.

you want to say?( end to quit ): Super. See you in a mi

Rﬁturned from Server: b'Super. See you in a min.'

chao

you want to say?( end to quit ): end

? How are you?
Recieved: b'Fine. what you are doing?’
Any Response? I am talking
Recieved: b’

\Mercy\SOSfoundaCSEc\src\network>c \python34\python socke|
Connected 3% 0.1

Recieved: b’ He11o Mercy

? How are you, Dood?

Recieved: b'I am good. what are you do1ng?'

Any Response? I am talking with client Doo
b'can we meet at the cafe?

liany Response? . When?

Recieved: b'in 1 min’
Any Response? Great! I will be there quick.

Recieved: b'sSuper. See you in a min.
Any Response? cChao

Recieved: b'’

C:\Mercy\505foundacsSEC\src\network>|

\505foundacsSEC\src\network>|

EXERCISE 4.5.2: Write Python scripts, attackDDoS . py that can invoke the client script
myClient.py automatically more than 100 times to the same server, and see how your socket server
denies the requests from the clients. A sample run is illustrated below:

myServer py runs Repetltlon of myCllent Py
B C s\sy ython myServer.py — @ X B C\Windows\sy f.exe - By ttackDDoS.py - o X
127.06.6.1: 51149
127. : 51149
127. 51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
51149
: 51149
: 51149

[Traceback (most r‘ecent call last):
File "myClient.py", line 8, in <module>
main()
File "myClient.py", line 5, in main
c.connect(('localhost’',16530))
ConnectionRefusedError: [WinError 16661] No connection could
lecause the target machine actively refused it
[Traceback (most recent call last):
File "myClient.py", line 8, in <module>
main()
File "myClient.py", line 5, in main
c.connect(('localhost',18530))
ConnectionRefusedError: [WinError 10861] No connection could
lecause the target machine actively refused it
Traceback (most recent call last):
File "myClient.py”, line 8, in <module>
main()
File "myClient.py”, line 5, in main
c.connect(('localhost',18530))
ConnectionRefusedError: [WinError 10061] No connection could
lecause the target machine actively refused it

Note that although the server is running but due to overloading, a few requests from the client are denied.

Hint: The Python script required is a simple Python that can run the client socket program 100 times in a
loop.

4.5.2 Network Sniffer: Network Packet Capturing

In this section, we describe how Python scripts can access network interface cards and extract raw socket
data to interpret. Recall a socket object is constructed by socket.socket (socket.AF INET,
socket.SOCK_RAW, socket.IPPROTO IP), where the address family for the Internet, raw socket data
and IP protocol are used. Please note that the accesses to socket data require administrator privileges. A
simple network sniffer needs the following steps:

1) Acquire a network interface

2) Create an object of a raw socket (as discussed above)

3) Bind the socket object to the network interface obtained above
4) Include IP headers



5) Receive all packages

6) Receive a packet header
7) Receive a packet data
8) Interpret the packet data

With this simple procedure, steps 1-7, the following Python script runs to display the packet data.

EXAMPLE 4.5.2: Write Python scripts, mySnifferlip.py to capture IP packets one time when the
socket is bound to a network interface.

Script mySnifferlip.py

(1) import socket

(2) # acquire network interface
(3) HOST = socket.gethostbyname (socket.gethostname ())
(4) print ("host: ", HOST)

(5) # create an object of a raw socket
(6) s = socket.socket (socket.AF INET, socket.SOCK RAW, socket.IPPROTO IP)

(7) # bind the socket object to the network interface obtained above
(8) s.bind ( (HOST, 0))

(9) # Include IP headers
(10) s.setsockopt (socket.IPPROTO IP, socket.IP HDRINCL, 1)

(11) # receive all packages
(12) s.ioctl (socket.SIO RCVALL, socket.RCVALL ON)

(13) # receive a packet header
(14) ipHeader = s.recvfrom(65565)
(15) print ("Packet Header: ", ipHeader)

(16) # receive a packet data
(17) tcpbata = s.recvfrom(65565)
(18) print ("Packet Data: ", tcpData)

B3 Administrator: Command Prompt - g lﬂl&]

C:wMercy 585foundaCSEC src network>c shpython2 P python mySnifferlip.py

{"host: *, "192.168.15.1'>

{’Packet Header: ', <'EsxBO~xB8N.b\xB8%xB8%x8 B x11 BB xB8 e BN xa8 xBF Bl xc Bx|
HaBxBF oof £ B0 BT BB 1 B2 38 : Roodb 288 ee 4001 1 B BB 81 B8~ x00 .« 00 00«00
~xB8 EEEGEDEBEQOEPEOFGENDADADBCACACACASxBB~xBA “xB8\x81', ¢'192.168.15.1°,. B>>>
<’ Packet Data: ? . O ENxB8 B0 . b BBoaBB kB Bl 1 khxe o voce Bhocad B S B1 e Bhxcaly

fcBE ook £ BB BB\ %89 B8 : Bhaed b oe8 8 ooe 4 B1 ~ocd BaBB 81 ~ B8 B8~ :cB8 x BB BB~x0
i EEEGEDEBEQEPEOFGENDADADBCACACACANxBB-xB8 “»B@B8\xB1’, ('192.168.15.1', B3>

C: \Hercy\SBSfDun daCSEC src netuwork>

Sample Run

The above example uses SOCK RAW type for IP protocol. Can we extend this basic technique to TCP
and UDP protocols? Let’s first consider TCP on Linux and leave UDP protocol for exercise.

EXAMPLE 4.5.3: Write Python script, mySniff2tcpp.py to capture TCP packets. The Python script
should bind an interface and a port. How do you know the logical interface ID for an interface card that
you want to bind? In Windows, the command netsh interface show interface may give you



some hints. Or, a graphical user interface is available by typing, msinfo32. In Linux, run the command,

sudo ethtool ethO with options.

Script mySniff2tcp.py on Linux

(1) import socket, sys

(2) try:

(3) # create an object of a raw socket

(4) s = socket.socket (socket.AF INET,
socket.SOCK RAW, socket.IPPROTO TCP)

except socket.error as e:
(5) print ("Socket creation failed: Code
{} Message
{}".format (str(e[0]),str(e[1l])))
(6) sys.exit ()

(7)while True:

(8) # receive a packet data

(9) tcpData = s.recvfrom(65565)

10) print ("Packet Data: ", tcpData)

Sample Run mySniff2tcp.py on Linux
This script runs on Linux.

| Fic ot Vew WM Tob: Hel

Lbrary x

Iyoon@ubuntu: ~/python Ty 3 4) e1apM B

L I KeyboardInterrupt

‘rﬁ kit jyoon@ubuntu:~/python$ sudo python mySniffer2tcp.py

5 Ubuntu -bit fesys (Zhost= Beao7i 10 L)

5 Uit @= ('Packet Data: ', ('E\x00\x00c\x04\xec\x00\x00\x80\x06]\xfd
| B e =8\ xad\xc2\xd0\xbd\xcO\xa8\x98\xB3\x01\xbb\x9cp[ (N=\x96.. \x82\x8
| 5 ubuntu1sf ﬂ eP\x18\xfa\xfO\x880\x00\x00\x17\x03\x03\x006\x00\x00\x00\x00\

L L "M x00\x00\x000\x8\x1a%\xb1\xc1>\x90\x95\xe6\xcc\x1dD\x1b/\x92\

3\x8c\x93\x1960\x3\xe4', ('173.194.208.189', 0)))
('Packet Data: ', ('E\x00\x00 (\x04\xed\x00\x00\x80\x06 (\x8e
\xd8:\xdb\xee\xcO\xa8\x98\x83\x01\xbb\xcakqBf\x9a\x07 [\x03\xd
4P\x10\xfa\xfO\xf8[\x00\x00', ('216.58.219.238', 0)))

5 ('Packet Data: ', ('E\x00\x00d\x04\xee\x00\x00\x80\x06 (Q\xd

5 xbe\x8fF\xa2v\xe5hkV<\xb6\xf3w\xbeL\x136\xfa\xd7X\xa7\x89-\x1

8:\xdb\xee\xc0\xa8\x98\x83\x01\xbb\xcakqBf\x9a\x07 [\x03\xd4P\
x18\xfa\xfO\xd9\xe3\x00\x00\x17\x03\x03\x007\x00\x00\x00\x00\
i X00\x00\x00\x08\xab%Y%sU<\x82\x8e\x83\xf8\x1e\xf5W\xbfag\xd81\
xfeS\xf2E\xb1/\x11\xafC\xd4v\xd1\xf4\\ (\x1cEs$\xbaN\xcalu\xdc
\xba\xcb\xc8\xc8', ('216.58.219.238', 0)))
('Packet Data: ', ('E\x00\x00 (\x04\xef\x00\x00\x80\x06 (\x8¢c
\xd8:\xdb\xee\xc0\xa8\x98\x83\x01\xbb\xcakqBf\xd6\x07 [\x04\x0
g 2P\x10\xfa\xfO\xf7\xf1\x00\x00"', ('216.58.219.238', 0)))
. ('Packet Data: ', ("E\x00\x00 (\x04\xFO\x00\x00\x80\x06 (\x8b
“\xd8: \xdb\xee\xc0\xa8\x98\x83\x01\xbb\xcakqBf\xd6\x07 [\x04\x0

Running on Ubuntu

EXERCISE 4.5.3: Write Python scripts, mySniff2udp.py to capture UDP. This program can run on

Windows.

Script mySniff2udp.py

(1) import socket
(2) UDP_PORT = 5005

(3) # acquire network interface

(5) # create an object of a raw socket

(7) # bind the socket object to the
network interface obtained above

(9) # receive a UDP packet
(10) while True:

(11) data, addr = (1024)
(12) print ("Address: ", addr)

(1

3) print ("Data: ", data.strip())

Sample Run mySniff2udp.py
Note that udp can be generated by executing netcat or
ncat program on a separate cmd windows.

168.15.1 5005 -u
nmap.org/ncat )
): nsi_new (IOD #1)
Tibnsock nsock_connect_udp(): UDP connection requested to 192.168.15.1:5005 (IOD|
#1) EID 8
Tibnsock nsock_trace_handler_callback(): callback: CONNECT success for EID 8 [19|
2.168.15.1:5005]
Ncat: Connected
libnsock nsi_new2
Tibnsock ns
ms) EID 18 2
1ibnsock nsock_readbytes(): Read request for 0 bytes from IoD #2 [peer unspecifi
ed] EID 26
, UDP sniffer

Tibnsock nsock

192.168.15.1:5005.
nsi_new (IOD #2) B
ead request from IoD #1 [192.168.15.1:5005] (timeout: -1

_trace_handler_callback(
unspecified] (19 bytes): Hello, UDP sniffer.
Tibnsock nsock_trace_handler_callback(): callback: WRITE SUCCESS for EID 35 [192
68.15.1:500
ck_readbytes () : Read request for 0 bytes from IoD #2 [peer unspecifi

allback: READ SUCCESS for EID 26 [peer]

k n ce_handler_callback(
unspecified] (15 bytes): Are you ther
Tibnsock nsock_trace_handler_callback(): callback: WRITE SUCCESS for EID 51 [192
.168.15.1:
Tibnsock nsoc
ed] EID 58

callback: READ SUCCESS for EID 42 [peer]

readbytes(): Read request for 0 bytes from IOD #2 [peer unspecifi

UDP packets generated by ncat

@ Administrator: Command Prompt - cipython2T\pythan i oy

$HeroynSA3f aundaCsBE s penetuork e \pychon27\python. nySnifferudp. py

- ('1?2_15&_15.1‘, 621893

‘Hella, UDP sniffer’>
<'192.168.15.17, 621892
Yfve you there?’>

i ‘ 1. b

UDP packet captured by this Python script




Note that the Python script will never stop. It is obvious because the script runs a while with no
termination statement. In this case, the Python process should be killed. How? The theory and Python
hands-on exercises will be discussed in another section. Luckily, Windows provides the Task Manager,
which lets you kill processes manually.

4.5.3 Network Sniffer: Network Packet Interpretation

First understand IP and TCP header structures as follows:

IP Header |[http://www.ietf.org/rfc/rfc79l.txt]

0 1 2 3
012345678901 23456789012345067189¢01
+—+—+-+—F—F+—+-+—-+-+—F—-+—+—+-F+—F -+t —F—F -+t —F—F—F—+—+—+—+
|Version]| TIHL |Type of Service| Total Length |
+—+—+-+—F—F+—+-+-+-+—F+—-+—+—+—-+—F—F—+—F+—F+—F—F -+t —F—F—F—+—+—-+—+
| Identification |[Flags| Fragment Offset |
+—+—+-+—F—F+—+-+—-+-+—F+—-+—+—+-+—F—F—+—F+—F+—F—F -+t —F—F—F+—+—+—-+—+
| Time to Live | Protocol | Header Checksum |
+—+—+-+—F—F+—+-+—-+-+—F—-+—+—+-F+—F -+t —F—F -+t —F—F—F—+—+—+—+
| Source Address |
+—+—+-+—F—F+—+-+—-+-+—F+—-+—+—+-+—F—F—+—F+—F+—F—F -+t -+ -+ —+—+—-+—+
| Destination Address |
+—+—+-+—F—F+—+—-+—-+-+—F—-+—+—+-+—F -+t —F—F -+ -+t —F—F—F—+—+—+-+—+
| Options | Padding |
+—+—+-+—F—F+—+-+—-+-+—F+—-+—+—+-+—F—F—+—F+—F+—F—F -+t —F—F—F+—+—+—-+—+

TCP Header |[http://www.ietf.org/rfc/rfc793.txt]

0 1 2 3
012345678901 23456789012345%67189°01
+—F—t—F—F—t—F—F—t—F—F—F—F+—t—F—t—F—F—+—F—t—t—F—t—F—F—+—F—F+—+—F+—+—+

| Source Port | Destination Port
+—F—t—F—F—F—F—F—t—F—F—F—F—t+—F—F—F—F -t —F -t -t —F—F—F—F—+—F -+ —F+—+—+
| Sequence Number
+—F—t—F—F—F—F—F—t—F—F—F—F—t+—F—F—F—F -t —F -t -t —F—F—F—F—+—F -+ —F+—+—+
| Acknowledgment Number
+—F—t—F—F—t—F—Ft—t—F—F—F—F—t+—F—F—F—F—F—F—t—t—F—t—F—F—+—F—F+—+—F+—+—+
| Data | [UIA|P|R|S|F|

| Offset| Reserved |R|IC|S|IS|IY|I]| Window

| | IGIKIH|IT|N|N| |
+—F—t—F—F—t—F—F—t—F—F—F—F+—t—F—F—F—F—t—F—t—F—F—t—F—F—+—F—F+—+—F+—+—+
| Checksum | Urgent Pointer
+—F—t—F—F—F—F—F—t—F—F—F—F—t—F—F—F—F—t—F—Ft—F—F—F—F—F—+—F -+ —F+—+—+
| Options | Padding |
+—F—t—F—F—t—F—F—t—F—F—F—F—t—F—F—F—F—F—F—Ft—t—F—F—F—F -+ —F—F—F—F+—+—+
| data |
+—F—t—F—F—t—F—F—t—F—F—F—F+—t—F—t—F—F—+—F—t—t—F—t—F—F—+—F—F+—+—F+—+—+




UDP Header | [https://tools.ietf.org/html/rfc3828]

0 15 16 31
o o o o -
| Source | Destination \
| Port | Port \
o o o o -
| Checksum |
| Coverage | Checksum
- tm—————— o o +
| \
: Payload :
| \
e -

As you can see above, the first 4 bits of IP indicate the version which specifies the format of the IP packet
header. There are 16 types of IP version: if those 4 bits are 0100, it indicate IP, Internet Protocol for
example. For detailed explanation, please visit the website www.networksorcery.com. The next four
bits indicate IHL (Internet Header Length). The minimum value for a valid header is 5.

EXAMPLE 4.5.4: Extend EXAMPLE 4.5.2 to write Python script, unpackPacketlip.py to
capture IP packets and unpack to read first one byte.

Script unpackPacketlip.py Sample Run mySniff2udp.py
(1) import socket
(2) import struct Note that the right end of the screenshot was

) , intended to omit to show the left end display.
(3) # acquire network interface

(4) HOST = s
socket.gethostbyname (socket.gethostname ()) B Gctme e et s
( 5 ) print ( "hos t: n , HOST ) IC:\Mercy~505f cundaCS EChsroc bookSRCnetwork>c i spython34spython u
£ xB8\xBB8%x110%x8 9 \xac ol f]
(6) # create an object of a raw socket 7 BB Bl [T e R D
(7) s = socket.socket (socket.AF INET, 2"h\xll\xhh\xl?HKH;\xl3\x84\xc6P\x1l\x12\x81\xf4\x94 o
socket.SOCK RAW, socket.IPPROTO IP) i — BB BB BB G xt g BT cas
— — [2 "hA\xB1\xhhax1PHKE S Ao b Pl BNkl 2N B 1 \xF 4x 9 4hx Lih
“unpacked Data: (6. B, 25489, 16384, 128, 6. 768
(8) # bind the socket object to the network eI oot Header Lengthd: §
interface Obtaj—ned abOVe :\Mercy\585f oundaCSEChsrc bookSRC netuork?
(9) s.bind((HOST, 0))
(10) # Include IP headers

(11) s.setsockopt (socket.IPPROTO IP,
socket.IP HDRINCL, 1)

(12) # receive all packages
(13) s.ioctl (socket.SIO RCVALL,
socket .RCVALL ON)

(14) # receive a packet header



(15) ipHeader = s.recvfrom(65565)
(16) print ("Packet Header: ", ipHeader)

(17) data = ipHeader([O0]
(18) print ("*-received Data:", data)

(19) unpackedData =
struct.unpack (' !BBHHHBBH4s4s', data[:20])
(20) print ("*-unpacked Data:", unpackedData)

(21) version IHL = unpackedDatal[0]

(22) version = version IHL >> 4

(23) IHL = version IHL & OxF

(24) print ("version:",version)

(25) print ("IHL (Internet Header Length):",
THL)

EXERCISE 4.5.4: Write Python scripts, sniff3.py to capture the packets and interpret all the IP and
TCP header data as shown in the tables above.

EXERCISE 4.5.5: Write Python scripts, sniff4.py to continue the script sniff3.py in
EXERCISE 4.5.3 until stopped manually.

[Hint] multiprocessing or multithreading is needed.
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