
Silberschatz, Galvin and Gagne ©2013Operating System Concepts Essentials – 2nd Edition

Chapter 1:  Introduction
Operating Systems
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Chapter 1: Introduction

 What Operating Systems Do

 Operating-System Operations

 Process Management

 Memory Management

 Storage Management

 Protection and Security

 Kernel Data Structures

 Computing Environments

 Open-Source Operating Systems
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Objectives

 To describe the basic organization of computer systems

 To provide a grand tour of the major components of 

operating systems

 To give an overview of the many types of computing 

environments

 To explore several open-source operating systems
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What is an Operating System?

 A program that acts as an intermediary between a user of a 

computer and the computer hardware

 Operating system goals:

 Execute user programs and make solving user problems 

easier

 Make the computer system convenient to use

 Use the computer hardware in an efficient manner
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Operating System Definition

 OS is a resource allocator

 Manages all resources

 Decides between conflicting requests for efficient and 

fair resource use

 OS is a control program

 Controls execution of programs to prevent errors and 

improper use of the computer
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Computer Startup

 bootstrap program is loaded at power-up or reboot

 Typically stored in ROM or EPROM, generally known 

as firmware

 Initializes all aspects of system

 Loads operating system kernel and starts execution
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Storage-Device Hierarchy
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Caching

 Important principle, performed at many levels in a computer 

(in hardware, operating system, software)

 Information in use copied from slower to faster storage 

temporarily

 Faster storage (cache) checked first to determine if 

information is there

 If it is, information used directly from the cache (fast)

 If not, data copied to cache and used there

 Cache smaller than storage being cached

 Cache management important design problem

 Cache size and replacement policy
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How a Modern Computer Works

A von Neumann architecture
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Computer-System Architecture

 Most systems use a single general-purpose processor

 Most systems have special-purpose processors as well

 Multiprocessors systems growing in use and importance

 Also known as parallel systems, tightly-coupled systems

 Advantages include:

1. Increased throughput

2. Economy of scale

3. Increased reliability – graceful degradation or fault tolerance

 Two types:

1. Asymmetric Multiprocessing – each processor is assigned a 

specie task.

2. Symmetric Multiprocessing – each processor performs all tasks



1.11 Silberschatz, Galvin and Gagne ©2013Operating System Concepts Essentials – 2nd Edition

Symmetric Multiprocessing Architecture
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A Dual-Core Design

 Multi-chip and multicore

 Systems containing all  chips

 Chassis containing multiple separate systems
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Operating System Structure

 Multiprogramming (Batch system) needed for efficiency

 Single user cannot keep CPU and I/O devices busy at all times

 Multiprogramming organizes jobs (code and data) so CPU always has one 
to execute

 A subset of total jobs in system is kept in memory

 One job selected and run via job scheduling

 When it has to wait (for I/O for example), OS switches to another job

 Timesharing (multitasking) is logical extension in which CPU switches jobs 
so frequently that users can interact with each job while it is running, creating 

interactive computing

 Response time should be < 1 second

 Each user has at least one program executing in memory process

 If several jobs ready to run at the same time  CPU scheduling

 If processes don’t fit in memory, swapping moves them in and out to run

 Virtual memory allows execution of processes not completely in memory
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Memory Layout for Multiprogrammed System
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Operating-System Operations

 Interrupt driven (hardware and software)

 Hardware interrupt by one of the devices 

 Software interrupt (exception or trap):

 Software error (e.g., division by zero)

 Request for operating system service

 Other process problems include infinite loop, processes 
modifying each other or the operating system
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Operating-System Operations (cont.)

 Dual-mode operation allows OS to protect itself and other system 
components

 User mode and kernel mode 

 Mode bit provided by hardware

 Provides ability to distinguish when system is running user 
code or kernel code

 Some instructions designated as privileged, only 
executable in kernel mode

 System call changes mode to kernel, return from call resets 
it to user

 Increasingly CPUs support multi-mode operations

 i.e. virtual machine manager (VMM) mode for guest VMs
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Transition from User to Kernel Mode

 Timer to prevent infinite loop / process hogging resources

 Timer is set to interrupt the computer after some time period

 Keep a counter that is decremented by the physical clock.

 Operating system set the counter (privileged instruction)

 When counter zero generate an interrupt

 Set up before scheduling process to regain control or terminate 

program that exceeds allotted time
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Protection and Security

 Protection – any mechanism for controlling access of processes or 
users to resources defined by the OS

 Security – defense of the system against internal and external attacks

 Huge range, including denial-of-service, worms, viruses, identity 
theft, theft of service

 Systems generally first distinguish among users, to determine who 
can do what

 User identities (user IDs, security IDs) include name and 
associated number, one per user

 User ID then associated with all files, processes of that user to 
determine access control

 Group identifier (group ID) allows set of users to be defined and 
controls managed, then also associated with each process, file

 Privilege escalation allows user to change to effective ID with 
more rights



1.19 Silberschatz, Galvin and Gagne ©2013Operating System Concepts Essentials – 2nd Edition

Computing Environments - Traditional

 Stand-alone general purpose machines

 But blurred as most systems interconnect with others (i.e., 

the Internet)

 Portals provide web access to internal systems

 Network computers (thin clients) are like Web terminals

 Mobile computers interconnect via wireless networks

 Networking becoming ubiquitous – even home systems use 

firewalls to protect home computers from Internet attacks



1.20 Silberschatz, Galvin and Gagne ©2013Operating System Concepts Essentials – 2nd Edition

Computing Environments - Mobile

 Handheld smartphones, tablets, etc

 What is the functional difference between them and a 

“traditional” laptop?

 Extra feature – more OS features (GPS, gyroscope)

 Allows new types of apps like augmented reality

 Use IEEE 802.11 wireless, or cellular data networks for 

connectivity

 Leaders are Apple iOS and Google Android
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Computing Environments - Virtualization
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Computing Environments – Cloud Computing

 Cloud computing environments composed of traditional OSes, 

plus VMMs, plus cloud management tools

 Internet connectivity requires security like firewalls

 Load balancers spread traffic across multiple applications


